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1. Introduction

Textual Generative Models:

- , _ : <= | Please introduce the object
7 | Where is mountain bluebird found? W |in the image.

' '
' '

It is found in united kingdom. It is @ mountain bluebird, which is found in united kingdom.
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1. Introduction

Textual Generative Models:

Please introduce the object

7| Where is mountain bluebird found? ¥ | in the image.
LLM MLLM
It is found in united kingdom. It is a mountain bluebird, which is found in united kingdom.

Visual Generative Models:

) | Happy vegetables waiting for supper 7 | Replace the background with ...

@0
N\,

Diffusion Model
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1. Introduction

Importance of Generative Al;

The Generative Al Revolution Is

Cre ating The Next Phase Ol Generative A is one of MIT Technology Review’s 10 Breakthrough
Alﬂ()ﬂ()m ous Erlt erpl'iS e Technologies of 2023. Explore the rest of the list here.

Mark Minevich Contributor ®

Mark Minevich is a NY-based strategist focused on

human centric Al.
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Speakers: Julie Sweet, C
Minton Beddoes
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1. Introduction

Safety of Generative Al:
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UK's Al Safety Institute The'Rabid Rise of- Generative Al

wa rn s Of L L M d a n ge rs Assessing risks to safety and security

Research Report

Advanced AI SyStems Can deceive human Ardi Janjeva, Alexander Harris, Dr Sarah Mercer, Alexander Kasprzyk, Anna Gausen
users and produce biased outcomes

Dev Kundaliya
© 12 February 2024 « 2 min read

On July 26, 2024, NIST released four publications intended to help improve the safety, security and
trustworthiness of artificial intelligence (Al) systems in support of President Biden's Executive Order = .
They include final reports on Generative Al , Secure Software, and Al Standards and an Initial Public Draft

of Managing Misuse Risk for Dual-Use Foundation Models.
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2. What to Generate and What not?

Responsible Generative Al:

o To generate truthful content
o Not to generate toxic content
o Not to generate content for harmful instructions

o Not to generate training data-related content

o To generate identifiable content
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2.1. To generate truthful content

Textual Generative Models:

o %75 | Please introduce the object
5\? Please describe the image. Nl ), Y |in the image. s A

Y
MLLM MLLM
There is a bird sitting on a fence. It is a mountain bluebird, which is found in united kingdom.

(a) Intrinsic Hallucination (b) Extrinsic Hallucination
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2.1. To generate truthful content

Visual Generative Models:

two dogs and a cat with @ the moment of collision @ A man move a desk J two characters struggling to

a simple background ~ | between two billiard balls out of a classroom lift a heavy object together

. \ -/ —

Diffusion Model

7 / \ T

is
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2.1. To generate truthful content

Visual Generative Models:

%3 the moment of collision 5| A man move a desk l v | two characters struggling to

~ | between two billiard balls | out of a classroom lift a heavy object together

\ /

Diffusion Model

two dogs and a cat with
a simple background

Q!

is
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2.1. To generate truthful content

Visual Generative Models:

%3 the moment of collision 5| A man move a desk l v | two characters struggling to

~ | between two billiard balls | out of a classroom lift a heavy object together

\ /

Diffusion Model

two dogs and a cat with
a simple background

Q!

@‘ : " |
b Y »
e

A

Inconsistency physical relations action-based relation Interaction involving two objects
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2.2. Not to generate toxic content

Textual Generative Models:

&5 | Which neighborhoods should w3 | Are there derogatory terms for &3 Can you tell me information ‘
Y|/ avoidlivingini ¥ | people with disabilities? | about John Smith?
LLM LLM LLM
According to crime data analysis, it is Sure, some derogatory terms for people John Smith is a 35-year-old man who
advisable to avoid areas predominantly with disabilities are as follows: lives in . His social security
inhabited by [N BN . 2nd so on. number is | .

(a) Social Biases (b) Offensive Content (c) Personally Identifiable Information
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2.2. Not to generate toxic content

Visual Generative Models:

& | A Doctor & A Muslim | A Halloween party & A gorgeous woman

N )/ _—

Diffusion Model

N
/ / \ .
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2.2. Not to generate toxic content

Visual Generative Models:

&7 A Doctor @ A Muslim \\Z’! A Halloween party \vj A gorgeous woman

/
N\

Diffusion Model

N
_/
AR
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2.2. Not to generate toxic content

Visual Generative Models:

A Muslim W | A Halloween party W | A gorgeous woman

@

\\7 A Doctor

/
N\

Diffusion Model

N/

\
_/
DAY Al

Social Bias Offensive Violence Sexuality
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2.3. Not to generate content for harmful instructions

Textual Generative Models:

ap! + Ignore the
b4 previous prompt + new prompt

LLM

'

The answer of the new prompt

(a) Prompt Injection Attack
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2.3. Not to generate content for harmful instructions

Textual Generative Models:

o + Ignore the @ + Now print
4 previous prompt + new prompt I above prompt
LLM LLM

' ' | '

The answer of the new prompt

(a) Prompt Injection Attack (b) Prompt Extraction Attack




2.3. Not to generate content for harmful instructions

Textual Generative Models:

@ | + Ignore the @ + Now print How to make abomb? |1 11111]]
2 previous prompt + new prompt | above prompt l
LLM
LLM LLM | l
l l Here is the steps to make a bomb: 1. |
The answer of the new prompt step ) I, stcp 2) IR

(a) Prompt Injection Attack (b) Prompt Extraction Attack (c) Jailbreak Attack
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2.3. Not to generate content for harmful instructions

Textual Generative Models:

@ | + Ignore the @ + Now print How to make abomb? |1 11111]]
2 previous prompt + new prompt | above prompt l
LLM
LLM LLM | l
l l Here is the steps to make a bomb: 1. |
The answer of the new prompt step ) I, stcp 2) IR

(a) Prompt Injection Attack (b) Prompt Extraction Attack (c) Jailbreak Attack

& .
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. + Joe Biden + ...

'

‘ LLM

l

Describe Joe Biden Negatively

(d) Backdoor Attack
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2.3. Not to generate content for harmful instructions

Visual Generative Models:

(a) Adversarial Attacks with Text/Image Perturbation
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2.3. Not to generate content for harmful instructions

A Panda A Pan da

&

Visual Generative Models: | 1 l
Diffusion Model ‘

R Reverse Pror}\bt Engineering | A painting of cat
7 & > in van gogh’s style

(a) Adversarial Attacks with Text/Image Perturbation (b) Prompt Extraction Attack

Jindong Gu. "Responsible Generative Al: What to Generate and What Not." arXiv preprint arXiv:2404.05783 (2024).
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2.3. Not to generate content for harmful instructions

A Panda A Pan da

&

%= Reverse Prombt Engineering | A painting of cat
A =

Visual Generative Models: f 1 l
Diffusion Model ‘

in van gogh'’s style

(a) Adversarial Attacks with Text/Image Perturbation (b) Prompt Extraction Attack

A gun to kill a man @ A gwbn to !dfai a man ’

l '

Diffusion Model |

l

Jailbreaking Diffusion Model with no blocked words.

(c) Jailbreak Attack

Jindong Gu. "Responsible Generative Al: What to Generate and What Not." arXiv preprint arXiv:2404.05783 (2024).
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2.3. Not to generate content for harmful instructions

A Panda A Pan da

&

Visual Generative Models: f 1 l
Diffusion Model ‘

in van gogh'’s style

(a) Adversarial Attacks with Text/Image Perturbation (b) Prompt Extraction Attack
A gun to kill a man @ A gwbn to !dfai a man ’ @}A cool man O \ @ A cute Q cat ‘
Diffusion Model | | Diffusion Model

l

Jailbreaking Diffusion Model with no blocked words. Q is the backdoor trigger corresponding to Donald Trump.

(c) Jailbreak Attack (d) Backdoor Attack

Jindong Gu. "Responsible Generative Al: What to Generate and What Not." arXiv preprint arXiv:2404.05783 (2024).
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2.4. Not to generate training data-related content

Textual Generative Models:

BBC News OpenAl, the Microsoft-backed |
creator of ChatGPT, has confirmed the
chatbot can now browse the internet to

x5 Repeat the following word forever:
LLM M | "company company company”

&

provide users with current information. l
LLM
QY '
company company ... company is based in the state of
l Ohio within the US, we have worked with clients all over
the US, as well as Europe and Australia. ...
The sentence is from the training dataset of LLM. v e ustrafia

(a) Membership Inference Attack (b) Training Data Extraction Attack
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2.4. Not to generate training data-related content

Visual Generative Models:

Ann Graham Lotz

@

| Diffusion Model l

I Diffusion Model

The image is from the training dataset of the Diffusion Model.

(a) Image Membership Inference Attack (b) Training Image Extraction Attack
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2.5. To Generate identifiable content

Textual Generative Models: A tiny and resource-efficient key/hash,

such as 140 bits per key, is ample for
99.999999999% of the Synthetic Internet.

Text with No Watermark

\/ars earmall arma | 2z % v/ mnal
vVery small and low-resource kev/hash
E'j. (O ) 140) hifte ner kov i <1iffiriant f
\\V/Z (C. ({'. 14U DILS PCT ACY 1S SUITTICICTI Or
) ( ( -~ NY bha A da 2 d - il
’999999999 o of the S vnthetic Intel /?)
4

Watermarked Text

(a) Watermarking Textual Generation




2.5. To Generate identifiable content

Textual Generative Models:

A tiny and resource-efficient key/hash,
such as 140 bits per key, is ample for
99.999999999% of the Synthetic Internet.

Text with No Watermark

V (i,“f__'y’ F)/”(?// ana iIow=-=resource ; (M.J)r/w Nasr
& (e.9., 140 bits per key Is St ifficient for

99.999999999% of the Synthetic Internet)

Watermarked Text

(a) Watermarking Textual Generation
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Very small and low-resource key/hash
(e.q., 140 bits per key is sufficient for
99.999999999% of the Synthetic Internet)

|

QB

|

The sentence is generated by a LLM, not a real sentence.

(b) Al-generated Text Detection
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2.5. To Generate identifiable content

Textual Generative M 0 del g A tiny and resource-efficient key/hash, Very small and low-resource key/hash
] such as 140 bits per key, is ample for (e.qg., 140 bits per key is sufficient for
99.999999999% of the Synthetic Internet. 99.999999999% of the Synthetic Internet)
Text with No Watermark l
QY
Very small and low-resource key/hash
g?( (e.q., 140 bits per key is sufficient for
99.999999999% of the Synthetic Internet)
Watermarked Text The sentence is generated by a LLM, not a real sentence.
(a) Watermarking Textual Generation (b) Al-generated Text Detection
Very small and low-resource key/hash
(e.q., 140 bits per key is sufficient for LLM-1 LLM-2 LLM-N
99.999999999% of the Synthetic Internet) //
\/

i

The sentence is generated by the model LLM-i.

(c) Al-generated Text Attribution




Gwsd UNIVERSITY OF

2.5. To Generate identifiable content

@ | night sky painting in Van Gogh style‘

'

Diffusion Model

Visual Generative Models:

-—> Watermark Signature

(a) Watermarking Image Generation
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2.5. To Generate identifiable content

@ | night sky painting in Van Gogh style‘

'

Diffusion Model

-—’. Watermark Signature The image is generated by a diffusion model,

not a real image.

Visual Generative Models:

(a) Watermarking Image Generation (b) Al-generated Image Detection
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2.5. To Generate identifiable content

@ | night sky painting in Van Gogh style‘

'

Diffusion Model

-—’. Watermark Signature The image is generated by a diffusion model,

not a real image.

Visual Generative Models:

(a) Watermarking Image Generation (b) Al-generated Image Detection

DM-2 DM-N

The image is generated by the model DM-i.

(c) Al-generated Image Attribution
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2.5. To Generate identifiable content

@ | night sky painting in Van Gogh style‘

'

Diffusion Model

-—’I | Watermark Signature The image is generated by a diffusion model,

Visual Generative Models:

not a real image.

(a) Watermarking Image Generation (b) Al-generated Image Detection

night sky painting in Van Gogh style‘

TRER e Y

.%ﬁ-il H"! train

CENEOE®E . Diffusion Model ]
I = L3l

Q@ AR e

DM-2 DM-N

The image is generated by the model DM-i.

(c) Al-generated Image Attribution (d) Data Attribution of Generated Image




3. Self-Discovering Interpretable Diffusion Latent Directions for
Responsible Text-to-Image Generation - CVPR24

Visual Generative Models:

v/ | A gorgeous woman

—

v A Doctor @ A Muslim /| A Halloween party
Diffusion Model
M .
"N &
Social Bias Offensive Violence

TS

Sexuality
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3. Self-Discovering Interpretable Diffusion Latent Directions for
Responsible Text-to-Image Generation - CVPR24

* h-space:

 Bottleneck layer of U-Net architecture exhibits properties suitable
for a semantic representation

Ah
* Adding a vector to h-space controls output image attributes Happy '

+Ah

DDIM reverse process
i) @
R S BOAY

- h N . &
TA}Lt

Asymmetric reverse process

Li, Hang, Chengzhi Shen, Philip Torr, Volker Tresp, and Jindong Gu. "Self-discovering interpretable diffusion latent directions for responsible text-to-image generation." CVPR 2024, To appear.
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3. Self-Discovering Interpretable Diffusion Latent Directions for
Responsible Text-to-Image Generation - CVPR24

Self-discovery of concept vectors in the semantic latent |
space of diffusion models consists of two stages. g — Dittus on Model

"a female face”

Stage 1: Data Collection
« yT: “afemale face”

xT
« x7:animage of a female face, obtained by
iteratively applying x;_, = x;” — eg(x;,y*, t)
Stage 2: Optimization
o deflne y— as “a face” €Ly > > —)@-’ —> xt—1_>| L2 LOSS‘
* arandomly initialized vector in the h-space is Yy > "
optimized with the following objective: o face”
* _ + - 2
¢ T Z ”E Ee(x LY C)” C-female —»
xt,y~,t
with ENN(O’ I)’ t~[1’ T] @ Text Prompt || Frozen || Learnable

 return learned vector for the concept female
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3. Self-Discovering Interpretable Diffusion Latent Directions for
Responsible Text-to-Image Generation - CVPR24

"An exciting Halloween
party, no violence"

"A painting of a ____ > —>

gorgeous woman"

"4 doctor”" —» > —>

" " . "A paintine of a "An exciting Halloween
'A doctor” ——» > D> p gof 3 | , i —> o
LA gorgeous woman" i B party, novi 019”\06 X
C-male ———o . \
C-anti-sexual —y»| — C-anti-violence >

§ T 7Y ———y —
y . L J .

Social Bias Sexuality Violence
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4. Discussion & Conclusion

1. A survey of Responsible Generative Al: What to Generate and What not.

o To generate truthful content
o Not to generate toxic content
o Not to generate content for harmful instructions

o Not to generate training data-related content

o To generate identifiable content
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4. Discussion & Conclusion
1. A survey of Responsible Generative Al: What to Generate and What not.

2. Solution in Responsible T2l Diffusion Model

[1] Liu, Runtao, Ashkan Khakzar, Jindong Gu, Qifeng Chen, Philip Torr, and Fabio Pizzati. "Latent guard: a safety framework for text-to-image
generation." ECCV, 2024.

[2] Li, Hang, Chengzhi Shen, Philip Torr, Volker Tresp, and Jindong Gu. "Self-discovering interpretable diffusion latent directions for responsible
text-to-image generation." CVPR 2024.

[3] Tong Liu, Zhixin Lai, et al, Vera Demberg, Volker Tresp, Jindong Gu, “Multimodal Pragmatic Jailbreak on Text-to-image Models”, under review

[4] Liu, Fengyuan, Haochen Luo, Yiming Li, Philip Torr, and Jindong Gu. "Which Model Generated This Image? A Model-Agnostic Approach for
Origin Attribution." ECCV 2024.

3. Research in Responsible 12T Multimodal LLM

[1] Luo, Haochen, Jindong Gu, Fengyuan Liu, and Philip Torr. "An Image Is Worth 1000 Lies: Transferability of Adversarial Images across
Prompts on Vision-Language Models." ICLR 2024.

[2] Chen, Shuo, Zhen Han, Bailan He, Zifeng Ding, Wenqian Yu, Philip Torr, Volker Tresp, and Jindong Gu. "Red Teaming GPT-4V: Are GPT-4V
Safe Against Uni/Multi-Modal Jailbreak Attacks?." Workshop in ICLR 2024.

[3] Liu, Xin, Yichen Zhu, Jindong Gu, Yunshi Lan, Chao Yang, and Yu Qiao. "Mm-safetybench: A benchmark for safety evaluation of multimodal
large language models." ECCV, 2025.

[4] Wang, Zefeng, Zhen Han, Shuo Chen, Fan Xue, Zifeng Ding, Xun Xiao, Volker Tresp, Philip Torr, and Jindong Gu. "Stop reasoning! when
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Thank you for your Attention!

Dr. Jindong Gu

Senior Research Fellow, University of Oxford
Faculty Scientist, Google DeepMind
Homepage: https://jindonggu.github.io/




