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Background
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There is limited research focused on how potent ial criminals are  
mot ivated to engage in ransomware act ivit ies

Mot ivat ion

Image Sources: 
ht tps:/ / www.socinvest igat ion.com/ what-is-surface-web-deep-web-and-dark-web/  
ht tps:/ / www.dreamst ime.com/ cartoon-criminal-running-gun-vector-design-cartoon-criminal-running-gun-vector-image10 3171750
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To invest igate  the social and technological discourse in the dark web 
that  may foster ransomware-related criminal act ivit ies

Research Aim
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• A snapshot  was taken on Dread based on our select ion of 16 keywords
• The init ial collected posts contained a sample of 19,10 9 candidate  posts
• Candidate  posts span a period of 1,720  days (between 16 February 20 18  to 1 

November 20 22)
• Manual filtering was done and re turned the final dataset  of 1,279 posts, 

covering a period of 1,651 days (between 25  March 20 18  and 30  September 
20 22)

Full set  of the raw data available at : ht tps:/ / github.com/ SocialSec20 23-Paper-
23/ SocialSec-20 23-Paper-23-Addit ional-Informat ion

Data Collect ion

https://github.com/SocialSec2023-Paper-23/SocialSec-2023-Paper-23-Additional-Information
https://github.com/SocialSec2023-Paper-23/SocialSec-2023-Paper-23-Additional-Information
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• Hacker : The post indicates that its author has performed a ransomware 
attack

• Sub-category: “group” and “individual”

• Potential Hacker : The post indicates that its author plans to perform a 
ransomware attack

• Sub-category: “group” and “individual”

• RaaS Provider : The post contains a user offering RaaS for sale

• Sub-category: “group” and “individual”

• News: The post refers to ransomware -related real world events (e.g., actual 
ransomware attacks)

Post Categories
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• Education : The post contains explicit educational information about 
ransomware related subjects

• Sub-category: “request” and “provider”

• Information : The post requests or provides general information that cannot 
be classified as “Education” or “News”

• Sub-category: “request”, “provider”, and “moderator”

• Debate: The post presents an opinion, often initiating or contributing to a 
debate

• Other : Posts that do not fit any of the previous categories

Post Categories (cont’d)
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Mapping Posts
Table  1. The numeric breakdown of the  posts among the  e ight  categories
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Mapping Posts (cont’d)

Fig. 1. A stacked bar chart  showing the  dist ribut ion of the  e ight  categories of the  
ransomware-re lated posts in the  Dread forum
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“can you tell me some 
gangs that offer raas 
services and how to 
contact them, 
please?”

Informat ion & Educat ion - Share

“anyone happen to 
have the onion link to 
the recent babuk 
ransomware breach?”

“curious if anyone has 
any information on if 
revil was paid by 
kaseya or if they 
simply shut down to 
evade le. read today 
that kaseya was able 
to obtain a decryptor 
key from a third party, 
any thoughts?”
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• Posts (marked as “Debate” category) often appear after an 
informat ion or educat ion request

• Many users debate the morality of using ransomware on anyone 
other than large companies 

• During the COVID-19 pandemic, many condemned the at tacks on 
healthcare facilit ies, cit ing the “impact  of it  on people 's lives”

• Posts contribute to the building of t rust  between potent ial criminals 
and the emergence of more private  criminal communit ies, as well as 
to encourage further learning

Debate  - Morality
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• Many conversat ions would be around RaaS groups, such as LockBit , 
DarkSide, e tc.

• “looking for the lockbit2.0 on dread”

• The user friendly and easy-to-set -up nature of RaaS makes it  ideal 
for newbies to pick up, especially when there are some support  
communit ies to learn how to use RaaS

Ransomware as a Service  (RaaS)
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• Horizontal Communication
• Due to the  illegal nature  of ransomware and Dread as a forum, the  

necessity of protect ing it  from law enforcement  is paramount  

• Because of this “us vs. them” mentality, there  is an incent ive to share  
knowledge while  t rying to e lude law enforcement  and prevent  exposure

• Vertical Communication
• Was found within a small group of respected and knowledgeable  

individuals

• E.g., a  user who runs an extensive educat ion course  with many being 
“very impressed” with it s contents

Dread – The Community
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Keywords
Table  2 . The frequencies and percentages of the  keywords being found in ransomware-re lated posts
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• Our dataset  confirms that  ransomware-related posts (1,279) exist  on 
the Dread dark web forum

• These posts can generally be grouped into eight  categories: Hacker, 
Potential Hacker, RaaS Provider, Education, Information, News, Debate 
and Other

• These posts pose a threat  to cyber security, because they might  
provide a pathway for wannabe ransomware operators to get  in on 
the act

Conclusion
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• More keywords and more variat ions of ransomware-related terms

• More data collect ion on different forums
• Such as Russian Anonymous Marketplace (RAMP) and XSS

• Machine learning techniques can be employed
• Classifying ransomware posts automatically

• Automatic detection of such posts on platforms

• Considering how such posts should be handled, or how some follow-
up intervent ion act ions can be prepared

Future  Work
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