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Motivation

Detection is not Protection

The "Time-to-Remediate" remains the single 

biggest gap in modern cybersecurity defense.

32-Day Median: Time taken to remediate 

systems (Verizon 2025).

SME Fatigue: Lack of experts leads to 

delayed response.

SME Challenges: Technical & Organisational 

Barriers



SOAR Limits

High complexity and cost 

make it unsuitable for non-

expert users in SME 

environments.

Autonomous Risks

Fully automated AI can 

lead to compliance 

violations and critical 

system downtime.

LLM Constraints

Issues with logic control, 

reduced auditability, and 

incomplete system 

context.

CURRENT RESEARCH GAPS



HaiR
FRAMEWORK GOAL

Design a four-layer remediation architecture.

Develop a hybrid agent for contextual reasoning.

Align actions with incident response playbooks.

Ensure auditable, policy-compliant execution.

AIM & OBJECTIVES



THE HAIR FRAMEWORK



Experimental Setup



PERFORMANCE METRICS



RESPONSIBLE AI PRINCIPLES



Thank You
Questions & Discussion

Contact: a.a.adeboye@salford.ac.uk
University of Salford
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